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S0:884  /CATTT-NCSC Ha Ngi, ngay 76 thang 05 nam 2024
V/v 16 hong an toan thong tin anh hudng
cao va nghiém trong trong cc san pham
Microsoft cong bd thang 05/2024

Kinh gtri:
- Bon vi chuyén trach vé CNTT céc B9, co quan ngang B9,
co quan thudc Chinh phu;
- S Thong tin va Truyén thong céc tinh, thanh phé truc thudc
Trung wong;
- Cac Tap doan, Toéng cong ty nha nudc; cic Ngin hang
TMCP; céac to chirc tai chinh,;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Ngay 14/5/2024, Microsoft da phat hanh danh sach ban va thang 05 vdi 59
16 hong an toan thong tin trong cac san pham ctia minh. Ban phat hanh thang nay
dic biét dang chii ¥ vao cac 16 hong an toan thong tin ¢6 mirc anh hudng cao va
nghiém trong sau:

- L) hong an toan thdng tin CVE-2024-30040 trong Windows MSHTML
Platform cho phép ddi turong tin cong vuot qua co ché bao vé. L3 hong hién dang
bi khai thac trong thuc té.

- L5 hong an toan thong tin CVE-2024-30044 trong Microsoft SharePoint
Server cho phép doi twong tan cong thuc thi ma tir xa.

- 03 16 hong an toan thong tin CVE-2024-30051, CVE-2024-30032, CVE-
2024-30035 trong Windows DWM Core Library cho phép doi twong tan cong thuc
hién tan cong leo thang dac quyén. L6 hong hién dang bi khai thac trong thyc té.

- I,_6 héng an toan thong tin CVE-2024-30042 trong Microsoft Excel cho
phép doi tuong tan cong thuc thi ma tir xa.

- L6 hfmg an toan thong tin CVE-2024-30033 trong Windows Search Service
cho phép d6i tuong tan cong thuc hi¢n tan cong leo thang dac quyen.

- L& hong an toan thong tin CVE-2024-30043 trong Microsoft SharePoint
Server cho phép doi tugng tan cong thuc hién tan cong XXE.

Théng tin chi tiét cdc 16 hong an toan thong tin xem tai Phu luc kém theo.

Nham dam bao an toan thong tin cho hé thong thong tin ciia Quy don vi, gop
phan bao dam an toan khong gian mang Viét Nam, Cuc An toan thong tin khuyén



nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows c6
k}lé nang bi anh huong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi
tan cong (tham khao thong tin tai Phu luc kém theo).

2. Tang cuong giam sat va san sang phuong an xur 1y khi phat hién co
d4u hiéu bi khai thac, tn cong mang; dong thoi thudng xuyén theo ddi kénh canh
b4o clia cic co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét co thé lién hé dau mdi hd trg ciia Cuc An toan
thong tin: Trung tim Giam sat an toan khong gian mang quoc gia, dién thoai:
02432091616, thu dién tir: ncsc@ais.gov.vn.

Tran trong./.

Not nign: KT. CUC TRUGNG
- Nhu trén; A A

- Thir truéng Pham Pirc Long (dé b/c); o PH\O cyc TRUONG
- Cuc A0S (B9 Cong an);

- B6 Tu 1énh 86 (Bo Qudc phong);
- Ban Co yéu Chinh phu; 15T
- Bon vi chuyén trach vé CNTT/ATTT cuta: Van § Q
phong Trung vong Pang; Van phong Quoc hoi; Van 2\ THONG TI}
phong Chu tich nu6c; Toa an nhan dan t6i cao; Vlen\ o\\
Kiém sat nhén dan t6i cao; Uy ban Trung wong Mt N6;
tran T6 quoc Viét Nam;

- Cac Cuyc: Vién thong, Buu dién Trung wong;

- Trung tdm VNNIC, Trung tdm Théng tin;

- Ngan hang Chinh sach xa hdi;

- Ngan hang Phat trién Viét Nam;

- Ngéan hang Hop tac xa Viét Nam;

- Céc T6 chtre, doanh nghiép hoat dong trong linh
vuc thuong mai dién ti;

- Céc to chirc, doanh nghiép cung cap dich vu trung
gian thanh toan, vi dién tir;

- Cuc trudng (dé b/c);

- PCT Tran Piang Khoa;

- P.ATHTTT, P.QHPT, VNCERT/CC;

- Luu: VT, NCSC.LTQ.

/
Tran Piing Khoa



Phu luc

THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT

(Kém theo Céng van sé

1. Thong tin cac 16 hong an toan thdng tin

ICATTT-NCSC ngay ~ /

cua Cuc An toan thong tin)

12024

STT

CVE

Mo ta

Link tham Kkhao

CVE-2024-30040

- Diém: CVSS: 8.8
(Cao)

- M6 ta: LS hong trong
Windows MSHTML
Platform cho phép d6i
tugng tn cong vuot
qua co ché bao vé. LS
hong hién dang bi khai
thac trong thuc té.

- Anh huong: Windows
10, Windows 11,
Windows Server 2016,

2019, 2022.

https://msrc.microsoft.com/up
date-guide/vulnerability/ CVE-
2024-30040

CVE-2024-30044

- Diém: CVSS:
(Nghiém trong)

- M6 ta: Ld hong trong
Microsoft ~ SharePoint
Server cho phép doi
tugng tan cong thuc thi

8.8

ma tur xa.

- Anh hudng:
Microsoft SharePoint
Server.

https://msrc.microsoft.com/up
date-guide/vulnerability/ CVE-
2024-30044

CVE-2024-30051
CVE-2024-30032
CVE-2024-30035

- Diém: CVSS: 7.8
(Cao)

- M6 ta: LS hong trong
Windows DWM Core
Library cho phép dbi
tugng tin cong thyc
hién tan cong leo thang
dic quyén. Lo hong
hién dang bi khai thac

trong thuc té.

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-30051
https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-30032
https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-30035




- Anh huong: Windows
10, Windows 11,
Windows Server 2016,
2019, 2022.

- Diém: CVSS: 7.8
(Cao)

- M6 ta: LS hong trong
Microsoft Excel cho
phép ddi twong tan cong| https://msrc.microsoft.com/up

4 | CVE-2024-30042 | thuc thi ma tir xa. date-guide/vulnerability/CVE-
- Anh huong: Microsoft| o024-30042

Excel, Office Online
Server, Microsoft 365
Apps, Microsoft Office

LTSC.
- Piém: CVSS: 7.0
(Cao)
- M6 ta: L hong trong
Windows Search

Service cho phép ddi https://msrc.microsoft.com/up
5 | CVE-2024-30033 | tuong tin cong thyc date-guide/vulnerability/CVE-
hién tan cong leo thang 2024-30033

dic quyén.

- Anh huong: Windows
10, Windows 11,

Windows Server 2022.
- biém: CVSS: 6.5
(Cao)

- M6 ta: Ld hong trong
Microsoft  SharePoint
Server cho phép doi
twong tin cong thuc
hién tan cong XXE.

- Anh hudng:
Microsoft  SharePoint
Server.

https://msrc.microsoft.com/up
date-guide/vulnerability/ CVE-
2024-30043

6 | CVE-2024-30043

2. Hwéng din khic phuc
Bién phap tt nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong an toan
thong tin néi trén theo huwdéng dan ctia hang. Quy don vi tham khao céc ban cap




nhat phi hop cho cic san pham dang sir dung tai link nguén tham khdo tai muc 1
cua Phu luc.

3. Tai liéu tham khaio

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/5/14/the-may-2024-
security-update-review
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